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Model Question Paper – I

First Semester

MCSCB 106 – 2

Information Risk Management :

(Regular – 2013 Admissions)

Time : Three Hours

Maximum : 100 marks

Answer all questions. :

1. a) Explain the relationship among different security components. (12)

b) Write note on COSO risk management. (13)

OR

2. a) Explain the ISO 27000 series of security standards (15)

b) Write note on COBIT risk management. (10)
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3. a) Explain the guidelines and procedures for Security Management program. (13)

b) Write note on objectives of information strategy. (12)

OR

4. a) Explain the Risk analysis and management. (13)

b) Write note on risk management standards (12)

5. a) Give a note on security architectural framework. (12)

b) Explain the different concepts of security model (13)

OR

6. a) Explain the security in distributed systems. (10)

b) Discuss different vulnerabilities and threats to information systems. (15)

7. a) Explain about Business Continuity Management. (13)

b) Write note on Business Impact Analysis. (12)

OR

8. a) Explain BC/DR Strategy development. (12)

b) Write note on disaster recovery. (13)

M.Tech DEGREE EXAMINATION :

MCSCB 106 – 2

INFORMATION RISK MANAGEMENT :

(Regular – 2013 Admissions)

Time : Three Hours

Maximum : 100 marks

Answer all questions. :

1. a) Explain the relationship among different security components. (12)

b) Write note on COSO risk management. (13)

OR

2. a) Describe the ISO 27000 series of security standards (15)

b) Write note on COBIT risk management. (10)

3. a) Describe the Risk analysis and management. (13)

b) Write note on risk management standards (12)

OR

4. a) Explain the guidelines and procedures for Security Management program. (13)

b) Write note on objectives of information strategy. (12)

5. a) Briefly explain the security in distributed systems. (10)

b) Discuss different vulnerabilities and threats to information systems. (15)

OR

6. a) Give a note on security architectural framework. (12)

b) Describe the different concepts of security model (13)

7. a) Explain about Business Continuity Management. (13)

b) Write note on Business Impact Analysis. (12)

OR

8. a) Describe BC/DR Strategy development. (12)

b) How is recovery mechanism for when a disaster occurs in an organization? (13)

Information Risk Management Syllabus :

Module 1 :

Information Risk Management : Definitions and relationships among different security components – threat agent, threat, vulnerability, risk, asset, exposure and safeguards; Governance models such as COSO and COBIT, ISO 27000 series of standards for setting up security programs.

Module 2 :

Risk analysis and management, policies, standards, baselines, guidelines and procedures as applied to Security Management program, Information strategy objectives.

Module 3 :

Security awareness and training. Security Architecture and Design: review of architectural frameworks (such as Zachman and SABSA), concepts of Security Models (such as Bell-LaPadula, Biba and Brewer-Nash), vulnerabilities and threats to information systems (such as traditional on-premise systems, web based multi-tiered applications, distributed systems and cloud based services), application of countermeasures to mitigate against those threats and security products evaluation.

Module 4 :

Business Continuity and Disaster Recovery : Business Continuity Management (BCM) concepts, Business Impact Analysis, BC/DR Strategy development, backup and offsite facilities and types of drills and tests. An introduction to Operational Security and Physical security aspects.
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