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1.                     
a) Explain in detail substitution and transposition techniques.


                   (9)
b) Discuss a model for network security






       (8)
c) Explain in detail the various steganographic techniques      



       (8)
OR
2. 
a) Explain the Playfair Cipher technique in detail



.
      (7)
b) Explain one-time pad. What are the 2 problems with this technique


       (8)
c) Encrypt the message “meet me at the usual place at ten rather than eight o’clock”
using the Hill Cipher with the key 
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 .Show your calculations and the result.            (10)
     
3. 
a)  Explain in detail the block cipher modes of operation.


                 (10)
b)  Give a brief description of DES encryption algorithm


                  (8)
c) Briefly explain elliptic curve cryptography


          .                                (7)
OR
4.
a) Explain the AES algorithm in detail. 






     (10)
b) Explain RSA algorithm




.     

                   (8)
c) Explain the Diffie Hellman key exchange algorithm                                                        (7)









         [P.T.O]


                                                                                                                            

a) Explain MD5 algorithm in detail      



     

      (9)
b) Briefly explain HMAC algorithm 





      (8)     
c) Discuss  PGP cryptographic functions                               

                  (8)          


OR
a) Give an overview of Kerberos.






      (9)
b) Explain DSA algorithm in detail.



     
    
      (8)
c) Briefly explain SHA algorithm.

      


                              (8)
a) Briefly explain the IPv6 architecture


              

       (8)
b) What are the roles of the Oakley key determination protocol and ISAKMP in IPSec?                                      
      (8)
c) List and briefly define the principal categories of SET participants                         (9)
OR
a) Explain AH and ESP in detail

 




     (10)
b) Explain Transport Layer Security.





       (8)
c) Explain in detail SSL Record Protocol





       (9)
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