M.Tech DEGREE EXAMINATION
Branch: Computer Science and Engineering
Specialization : Cyber Security
Model Question Paper - II
First Semester 

MCSCB 106 – 4 SECURE CODING
(Regular – 2013 Admissions)

Time : Three Hours





   Maximum : 100 marks

Answer all questions.

1. a) Write note on signal handling and stack overflow.



(12)

b) Explain about race condition in coding.





(13)

OR
2. a) Discuss various concepts of secure programming.




(12)

b) Write note on secure coding in C and C++.



            (13)
3. a) Describe about resource lifetime management.



            (13)

b) Discuss various injection flaws in detail.





(12)

OR
4. a) Explain  threat modeling ,its concerned properties and necessary mitigations.     (13)                      
b)Give note on cross site scripting.What are the types of cross site scripting?

                Explains the mitigations if needed.





             (12)
5. a) Explain about secure assurance and testing.




(12)

b) Write note on risk assessing.






(13)

OR
6. a) Briefly explain the categories of testing threats.




(15)

b) Describe the categories of software testing.




(10)

7. Describe the following secure testing methodologies.

a. Attacking Methodologies.






(6)

b. Attacking Design.







(6)

c. Practice for developing of high assurance code.




(13)

OR
8. a) Explain attacking through the User Interface.





(13)
b) Explain Static Analysis techniques for analyzing software.



(12)

