M.Tech DEGREE EXAMINATION
Branch: Computer Science and Engineering
Specialization : Cyber Security
Model Question Paper - II
First Semester 

MCSCB 105 – 2 CRYPTOGRAPHY AND NETWORK SECURITY
(Regular – 2013 Admissions)

Time : Three Hours





   Maximum : 100 marks

Answer all questions.

1. a) Explain public-key encryptions and Hash function.



(12)

b) Give note on public-key cryptography and RSA and explain how it works in security aspects.  




                                                           (13)

OR

2. a) Discuss security attacks and security services. 



            (12)

b) Write note on classical encryption techniques.




(13)

3. a) What are the different techniques used for e- mail security? Explain it.

(13)

b) Explain SSL and transport layer security.





(12)

OR

4. a) What is meant by Kerberos? Explain about X.509 Authentication service.
(15)

b) Describe about IP security Architecture.





(10)

5. a) Discuss the different Techniques for network intrusion detection.

(12)
b) Write about password management techniques.




(13)

OR

6. a) What are the different malicious software’s? Explain it.



(13)
b) Write note on Firewall design principles and trusted systems.


(12)

7. Briefly explain the following

a. Techniques for hiding the source or destination of network traffic

(13)
b. IPSEC VPNs.








(6)
c. HTTP authentication







(6)
OR

8. a) Write note on DOS and distributed denial-of-service (DDoS) attacks.

(12)
b) Describe the advanced techniques for reacting to network attacks.

(13)

