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Answer all questions.

1. a) Discuss various methods of formal verification of cryptographic standards
(15)

b) In the aspects of security write a short note on complexity theretic proofs.
(10)

OR

2. a) Explain about goals for authentication and key establishment.

(15)

b) Write short note on goal concerning compromised keys


(10)

3. Define the following

a. Server-less key establishments.





(10)
b. Entity authentication protocols





(10)

c. Multiple serer key establishments





(5)





OR
4. a) Write note on Server – based key establishments



(15)

b) Briefly explain Woo-Lam authentication protocol.



(10)
5. a) Write note on Diffie-Hellman Key Agreement



(8)
b) Explain ID based Okamoto's and Gunther's encryption schemes

(8)

c) Discuss about different MTI protocols   




(9)






OR

6. a) Describe Entity authentication protocol




(10)


      b) Explain Key transport protocol






(15)

7. Discuss the following key agreement protocols.

a. Steiner – Tusdik- waidner key agreement



(9)

b. Perrig's Generalised Diffie-Hellman




(8)
c. Burmester-Desmedt Key Agreement




(8)





OR
8. a) Explain conference key agreement protocol




(13)

      b) Write short note on Identity-Based Conference Key Protocols 

(12)
