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Answer the following Questions
1. a)   Explain how a web application can control its user access. (7)
b) What is boundary validation? Explain (6)
c) Discuss some of the core security problems faced by web applications. (12)
or
2. a)  How can data be transmitted via the client in a way that secures its integrity? (13)
b)  What are the essential requirements of effective access control? (12)

3. a)   Explain SQL injection into different statement types? (11)	
b) How the SQL injections can be found out. How can we prevent it?  (14)
or
4. a)   Explain  
	- Interception filters? (8)
	-  application filters (8)
b)  Describe how the database servers be protected against the attacks on web (9)

5. a)   Explain how ModSecurity is used to block the attacks on web applications? (12)
b) What is XSS? Discuss some mechanisms to prevent XSS attacks(13)
or
6. a)   Discuss protection against CSRF(8)
b) How can we detect the real IP address of an attacker? (12)
c)  Explain Directory traversal attacks (5)

7. a)   What is server hacking? Explain (10)
b) Describe how source code disclosure can be effectively used to safeguard against the vulnerabilities in applications.  (7)
c) Give a description on Web crawling. (8)
or
8. a)   Write a note on database vulnerabilities. Discuss some mechanisms to handle it.  (13)
b)  Explain database hacking? (12)

